YTBEPXXOEHO

FeHepanbHLIM OUpPeKTOpoM

MAO «CINB Bupxa»

= Mpuka3 Ne 43560T «15» pekabps 2021 r.

PekomeHpavuuu
yyactHukam ToproB [NMAO «ClB Bupxa» o mepax no npegoTBpalieHunIo
HeCaHKLUMOHUPOBAHHOIO AOCTYNa K 3aljMiiaeMon MHopMaLmUu B Liensx
NPOTMBOAENCTBUA He3aKOHHbIM (PMHAHCOBLIM OfnepaLusM

My6nuyHoe akumoHepHoe obliectBo «ClB Bupxa» (ganee — Bupxa) B LENsX WUCNOMHEHUS
TpebosaHuit MonoxeHuss Barvka Poccun ot 20.04.2021 N 757-M «O6 ycTaHoBneHUM oBs3aTenbHbIX Ans
HEKPEAUTHbIX  (PMHAHCOBbLIX OpraHusaumii TpeGoBaHuii Kk oBecneyeHnio 3almTbl  MHDOPMaUMU  Mpu
OCyLLeCTBNeHUN AesTenbHOCTN B cdepe (PUHAHCOBbLIX PbIHKOB B LIENSX MPOTUBOAENCTBUS OCYLLECTBIEHUIO
HE3aKOHHbIX (hMHAHCOBbLIX OMepauuity  PeKoMeHAyeT y4yacTHMKaM TOproB CcoGMioAaTh KOMMMeKC Mep
obecneyeHunsi MHHOPMAaLMOHHON 6E30NacHOCTM [N CHKEHUSI CRIEAYIOLUMX PUCKOB HECAHKLIMOHUPOBAHHOMO
[OCTyna K 3alyumLiaemon MHopmaLmu:

1. Pucku pasrnalleHns TpeTbuMu nuLamu MHhopMaumuy KOH(UAEHLMANbHOTO XapakTepa: cBefeHuil
06 onepauusx, NOAKIIOYEHHbIX YCIyrax, NepcoHarnbHbIX AaHHbIX U MHOM 3HaYUMOii MHdopMaLUL.

2. Pucky coBepLUeHUst TPETbUMU NMLIAMU IOPUANYECKA 3HAUMMbIX AEUCTBUIA, BKIOYas: Noaady 3asBok
ANs 3akrioYeHnst LOrosBopos Ha Bupxe, saknoyeHne JOroBOpoB, NpefocTaBrieHne Ha Bupxy nHdbopmaumm o
3aKIMOYEHHbIX Ha HeopraHM3oBaHHbIX TOprax AOroBopax, MOAKMIYEHUE U OTKITHOYEHWE YCMyr, BHECEeHWe
W3MEHEHW B PErucTpaLMoHHble [aHHble YYacTHUKa TOProB, COBEPLUEHWE WHbIX AEACTBUIA NPOTUB BOMU
y4acTHVKa TOPros..

3. Pucku OECTPYKTUBHOIO BO3LENCTBUSA Ha HOCUTENMU I/IHCbOpMaLWIM U X copgepxumoe, HapyLueHune
LIeNIOCTHOCTU U LOCTYMNHOCTU MHOpMaLun, YTO B CBOKO ovyepelb MOXET MPUBECTU K BOCMPENATCTBOBAHUIO
NCNosiHeHnsa ceoux 06s3aTenbCTB Mo [OroBopy Unu HEBO3MOXHOCTU WUCMOJSIb30BaHUSA CEPBUCOB Ele)KVI ansa
peanusaLuu CBOUX HaMepeHuiA.

B pamkax ocyLlecTBneHna mep 3alluTbl I/IHCbOpMaLWII/I OT BO3[eNCTBUSA BPeAOHOCHOro Kopaa,
npuBogdLlero K HapyLleHuto LUTaTHOro beHKLlVIOHMpOBaHMﬂ CPeAcTB BblYUCIUTENBHON TEXHUKU, B LENsx
npoTUBOAENCTBUSA HEe3aKOHHbIM (hMHaHCOBbIM onepauusam, a TaKKe ansa npegorepaLlleHus
HeCaHKLMOHNPOBaHHOro AOCTYyNa K 3alluLlaemMon nHopmaLmm, B TOM Yucne npu ytparte (norepe, XULLEHUN)
YYacTHUKOM TOProB YCTPOWCTBA, C WCMOSIb30BaHUEM KOTOpPOro WM coBepluanucb AeWcTBUS B LEensx
ocyLlecTBeHnA QDVIHaHCOBOVI onepaunn, KOHTPOIO KOHq.')VII'ypaLWIM YCTPOMCTBA, C UCMOSb30BaHNEM KOTOpOro
Yy4acTHUKOM TOProB COBEepLUakTCs [eWcTBua B Lensax ocyLlecTBrneHnss UHaHCOBO onepauun, w”n
cBOEeBpEeMEHHOMY 06Hapy>KeHvuo BO3[eNCTBUS BPEAOHOCHOro Koaa, Bupxa pekomeHgyeT:

° OpraHu3oBaTb PEXUM 3KCMiyatauuu YCTPOMCTBE, C WCMOMNb30BaHMEM KOTOPOro COBEpLUIaloTCs
AENCTBUS B LIENAX OCYLUECTBMNEHUs (DUHaAHCOBOI onepauuun (ganee — yCTPOICTBO) Takum o6pasom,
YTO6bI UCKITIOYNTL BO3MOXHOCTb €r0 HECaHKLIMOHUPOBAHHOMO UCMOMb30BaHUS;

e He ycTaHaBnuBaTb MporpammHoe obecnevyeHue, MoSlyYeHHOe U3 COMHUTENbHBIX WCTOYHUKOB
(Hanpumep, ckayeHHoe ¢ haitrIo0OMEHHUKOB Y TOPPEHTOB);

° CBOEBPEMEHHO yCTaHaBnmBaTb OBHOBIEHNS OMEepaLMOHHOW CUCTEMbI U MHTEpHET-Opaysepa Ballero
YCTPOIACTBa, BbINyCKaeMble KOMMaHUEN-MPOU3BOAUTENEM ANA YCTPaHEHUS] BbISBMEHHbIX B HUX
YA3BUMOCTEN;

° CBOEBPEMEeHHO ycTaHaBnvMeaTb OBHOBMEHNSA TOProBol cuctemsl Bupxu;

°  BCerja MUCrnonb3oBaTb CPeACcTBa MEXCETEBOro 3KpaHWpoBaHus (bpaHamayap onepaLuuoHHON CUCTEMbI
unu firewall, B TOM Yy1cne BCTPOEHHbI B CPeACTBO 3aLUMTbI OT BO3AEHCTBUA BPeLOHOCHOMO Koaa);

° OrpaHW4MTb MpaBa NoSib30BATENSA, UCMOMb3YIOLLEro YCTPONCTBO, MUHUMArbHO HeobXxogumbiMK AS
paboTbl ¢ cuctemoit. Monb3oBartens He AoMmKeH 0bnafaTb aaMUHUCTPATUBHBIMU MPUBUMErNSMU;

° B Cly4yae yTepu KommnbloTepa/MoOubHOro (MepeHoCHOro) yCTpoicTBa, C KOTOPOro OCYLLECTBISOTCS
(prHaHcoBble onepauun, HeobXoAMMO BbINOMHUTL AEWCTBUS, NPEefYCMOTPEHHble B Ccryyae
KOMMpoMeTauum unm yTepu noruHa unu naposns.



(APM):

PekoMeHOauuMu no 3awWMUTHbIM Mepam AnA aBTOMaTU3UPOBAHHOIO pa60t|ero MecTa KIiWeHTa

cpegcteamu BIOS Ha APM criefyeT WCKMIOUYWTH BO3MOXHOCTb 3arpyskil OnepauWoHHOW CUCTEMb,
OTNNYHOW OT YCTaHOBNEHHOW Ha XECTKOM [WCKe, T.e. [OofKHa OblTb OTKMOYeHa BO3MOXHOCTb
3arpysku ¢ gucket, CD/DVD npusogos, USB-flash guckoe, 3arpyska no cetim u T.1m.;

JOCTYn K uameHeHuto Hactpoek BIOS APM gomkeH BbiTb 3aLlUMLLEH NaponeM;

Ha APM Heobxo4MMO MCMonb30BaTh TOMbKO NIMLIEH3UOHHOE CUCTEMHOE U MpUKNagHoe nporpamMmmHoe
obecneveHue;

Ha APM pomnxHa BbITb yCTaHOBIEHA TOMbKO 04Ha OnepaLnoHHas cucTema;

Ha APM pekoMeHOyeTCcsi CBOEBPEMEHHO MNPOBOAUTL OOHOBMEHUS CUCTEMHOrO W MPUKNagHoro
nporpammHoro obecneveHus;

nokanbHbIMKW (MM LOMEHHbIMW) nonuTukamym Ha APM pekomeHOyeTcda OrpaHu4uTb  CNmncoK
Nonb30BaTenein, UMEeLLMX BO3MOXHOCTb BXOAa B OnepaunoHHY CUCTEMY;

He yCTaHaBnMBaTh W He ucnonb3osaTb Ha APM nporpaMmel ANsi yAanéHHOro ynpaenexus (Hanpuvep:
TeamViewer, Radmin, Ammyy Admin ap.);

AN JocTyna K WH(MOPMAUMOHHBIM CUCTEMaM He WCnonb3yinte o6LefoCTyrnHble KOMMboTEpb
(HanpuMep, YCTaHOBMIEHHble BHE KOHTPONMPYEeMOi 30Hbl), nybnuyHble GecnpoBogHble CeTU
(6ecnnatHblii Wi-Fi n npovee);

Nno BO3MOXHOCTW, ANS AOCTyna K aBTOMaTWU3WpOBaHHBIM CUCTEMaM OCYLLECTBIEHMA (PUHAHCOBbIX
onepauui ncnonb3ynTe BolgeneHHsbIn APM.

PekomeHAauuu no naporibHOM 3aluTe:

He sanucbiBaiiTe naponu, cnyxawue Ans JOCTynma K YCTPOWNCTBY Ha BYyMadkHbIX HOCUTENSIX uIv B
chaiinax Ha XecTKoMm [WCKe Ballero komnbtoTepa. He cooblwjaiite vx Apyrum nuuam, B TOM 4ucne
BalUMM POACTBEHHMKaAM UMW CUCTEMHBIM agMUHUCTPATOpam Ballen KoMMnaHuu;

crnedyeT UCMonb30BaTh CMEeLManusnpoBaHHoe nporpammHoe ofecrieveHne — MeHeakepbl naposnen
NS reHepaunm 1 XpaHeHns CroXHbIX napornei;

pekomMeHAyeTCs UCMOoNb30oBaThk AMA AOCTYyna K YCTPOMCTBY CrOXHble Maponu, yAoBneTsopsiolne
cnepywowum TpeboBaHusaM:

e [AnVHa Napons: MUHUManbHas - 8 CUMBOMOB, peKOMeHAyeMas — He MeHee 12 CUMBOIIOB;

e B Yyucne paspeLleHHbIX CUMBOJIOB napons o6sa3aTenbHO AOoMKHbI MPUCYTCTBOBATL TPU rpynnbl
CUMBOMIOB W3 CREAylowWnX YeTblpéx: nponucHbie OykBbl CTpPOYHble OyKBbl, LMUPPDI,
cneuuanbsHble cumeonbl ("#$%&() *+,-/:;<=>7);

e [raponb He JOMKEeH BKMoYaTh B cebsi nerko BblYUCISEMble COYETaHUs CMMBOJIOB, He AOIKeH
cofepxaTb WMEHW MOMb3oBaTens, AaTy POXAEHWS, HOMep TenedgoHa, a Takke HasBaHus
aBTOMaTM3NPOBAHHBLIX CUCTEM MK OBLYenpuHsATbIE cokpalleHus (Pbvf2022!, zima2022);

e MEepUOANYHOCTb CMEHbl Maposs B MH(POPMALMOHHBIX CUCTEMaX OCYLLECTBIEeHUA (PMHAHCOBbIX
onepauuit LomkHa cocTaBnATb He 6onee 90 gHel;

e He ucrnonba3yiiTe O4MH W TOT Xe Napofib AMs pasHblX CUCTEM, B TOM YUCMEe He WCnonbayiiTe
naposnb OT MH(OPMALMOHHBIX CUCTEM OCYLLECTBMEHUS (PUHAHCOBLIX onepauuii Ans foctyna K
pecypcam ceTi MIHTepHeT (coumnanbHble ceTu, Be6-caiTbl, AOCKMU 06 bABNEHN);

e B KayecTee Maponsi He criefyeT UCMOJIb30BaTb MOBTOPSIOLLYHOCH KOMOMHALMIO 13 HECKOMbKUX
cumBonoB, nubo KombuHaUMO CUMBOSOB, Habupaembix B 3aKOHOMEpPHOM nopsiake
(19az@WSX, 1g2w3e4r5t, Qwerl!234);

e MpU CMEHe Maposisi HOBbIV Naponb He AOMMKEH coBnNaaaTb C paHee UCMosib3yeMbIMU NaposiaMU.

PekomeHAaLMM NO aHTUBUPYCHOM 3aluuTe:

Ha APM [omKHO BbiTb YCTAHOBMEHO M PerynspHo OBHOBMATLCS CPEACTBO 3alyuTbl DT BO3AEHCTBUSA
BPEAOHOCHOrO Kofa. PekomMeHayeTcs yCTaHOBUTb N0 YMOMYaHUI0 MaKCUMaribHblA ypOBEHb MOMUTUKM
BesonacHocTy, T.e. He TpebylLuii OTBETOB MNOMb30BaTENs Npu OBHapYXeHUn BUPYCOB W [pYroro
BPEAOHOCHOrO NporpaMmHoro obecneyeHns;



CPeACTBO 3alynTbl OT BO3AEWCTBUSA BPELOHOCHOrO KoAa AOMMKHO BbiTb HacTPOEHO Ha paboTy B
aBTOMaTUYECKOM PEXUME;

HE Pexe OAHOro pasa B HEAenio NpoBOAUTE MOSHOE aHTUBMPYCHOE CKaHWpOBaHue ycTpoiicTea. B
crnyyae obHapyxeHns nofo3puTensHble aiinbl AOMKHbl BbiTh yOaneHol, a npy HEBO3MOXHOCTM
yAaneHus — 3abnoknpoBaHsl;

yCTaHOBUTE Naporb Ha OTKMoYeHNe CPEeACTBa 3aLuThl OT BO3AENCTBUA BPELOHOCHOM KOAA:

HEe OTKMovaiTe CPEeACTBO 3alnTbl OT BO3AENCTBUS BPEAOHOCHOrO Koda, HU npy  Kakux
obcTosTenbCTBax.

PekomeHpauuu no 3awmrte APM npu ucnonb30BaHUm CeTH WHTepHeT:

HacTpoliTe GesonacHblii pexxum B 06o3pesarerne ceti UHTEpHET;

He noceLlanTe caiTbl COMHUTENIBHOMO CoAePXKaHS;

He cornallaiTecb Ha yCTaHOBKY AOMOTHUTENLHOTO NPOrPaMMHOro 06ecneyeHus:;

RobaBbTe B pasaen usbpaHHoe ofo3pesaTens ceT MHTepHeT HauBoree yacto noceljaemMble
pecypcbl ceTu VIHTepHET;

HE OTKpbIBAUTE BIIOXEHUS 3MEKTPOHHBLIX MUCEM, MOMYYEHHbIE OT HEeW3BECTHbIX Bam agpecaros.
MofoBHble NcbMa nyyLle HEMEeAIeHHO YaanuTh;

npoBepsiiiTe HaMeHoBaHNe agpecara, OT KOTOPOro BaM MPULLIIO 3MEKTPOHHOE MUCHMO;

HacTpoiTe CIMAM-bunbTpbl KNMMEHTOB 3MEKTPOHHONR NOYTHI.

PexomeHpaumu no akcnnyaTtaumuu Ha APM BHelHero KnoYyeBoro HOCUTENS:

ANs NOBbILIEHUS YPOBHsI ©e30MacHOCT XpaHeHUsi Krouell SMEeKTPOHHOA noanucn (nanee - aM)
“cnonb3ynTe YCTPOACTBA CTPOron ayTeHTUMDUKALMN U XPAHEHWUS AaHHBIX, YTO MO3BOMUT CYLLEeCTBEHHO
CHU3UTb BEPOSATHOCTb XULLEHUS Krtover 3l 3noyMbIlLNeHHUKaMu;

ANs Haf@KHOM 3aLynThbl kntoya 3l pekoMeHAyeTCs YCTaHOBUTL HaaéXKHbIe Naponu;

BHELLHWIA KIIOYEBOM HOCUTESb [OIMKEH XPAHUTLCS TOMBKO Y TEX JINLL, KOTOPbIM OH NPUHAAMEXUT;

BO BpeMsi paboTbl C BHELUHUM KITOYEBbIM HOCUTENeM AOCTYM K HAM MOCTOPOHHUX JNL LOKEH BbiTh
VCKITHOYEH;

ANS XpaHeHWsi BHELLUHEero Kro4eBoro HOCcUTeNs AOSKHbI MPUMEHATLCA MeTanmnuyeckue Lukadbl U
ceindbl;

yHUUTOXEHME krtoyert Ol MOXET Npou3BOAUTLCA MYTEM (DU3UYECKOrO YHUUTOXEHUS BHELLHEro
KITKO4EBOro HOCUTENSA, Ha KOTOPOM OHM PACMOSIOXKEHbI, WNWM NYyTEM CTUpaHUs Ges noBpexaeHus
BHELIHero  Kknw4eBoro Hocutens (Ans  ofecrneyveHns BO3MOXHOCTM  €ro  MHOrOKpPaTHOro
ncnonb3oBaHus);

B Cny4ae koMnpomMeTauun unn nofo3peHnst Ha komnpomeTtauuio kntova Ol Bnagenel cepTudukaTa
kmoya Ol npekpaw@er oBMeH  3MeKTPOHHbIMU  AOKYMEHTaMU C  WCMOSb30BaHMeM
CKOMMNPOMETUPOBAHHOTO  Krlo4a 1 He3aMeAUTenbHO MHGOPMUPYeT YAOCTOBEpSIOWMIA  LieHTp,
BblAaBLUMIA cepTudpukar kntoya 3, 0 kKoMNpoMmeTauun NOCPeACTBOM NBOro BUAA CBS3W C Lenbio
BrioknpoBkM cepTudukaTa knoya 3.

I'Ipe,qonapau;euue HecaHKUMOHUPOBAHHOIO AOCTYNa K 3aluLiaeMomn qu)opMauvm:

He oTBevaiiTe Ha coOGLUeHusi, Tpebytlolme npeaocTaBuTh, NOATBEPAUTb WM YTOYHUTL Ballly
KOHdbMAeHUNanbHylo  UHGOPMaUMIo: Napony, NOrvHel, bamMunuio, UMS, OTYECTBO, NAacropTHble
AaHHble, HoMep MOBUNbHOro TenedoHa 1 Apyrie AaHHbIE;

He OTKpbIBalTe Nof03pUTENbHbIE haiinbl, NOCTYNUBLUME BaM MO 3EKTPOHHO MOYTe;

He oTBevaiiTe Ha NoryYyeHHoe MOAO3PUTENbHOE COOGLUEHWE U He NEepexoauTe Mo CCbinkam,
yKasaHHbIM B COOBLLEHNY;

npoBepsiiTe NapaMmeTpbl onepaLuii B COOBLLEHUSIX;

B Clly4ae NpUHYX/eHUs Bac K yCTaHOBKE [OMOMHUTENLHOMO NPOrpaMMHOro oGecreyeHnst — NpepsuTe
KOHTaKT;

B Cny4Yae BO3HUKHOBEHUSI MOLO3PEHN i Ha MOLUEHHUYECTBO Kak MOXHO CKOpee cooblyuTe o
npoucLUecTBuUu Ha Bupxy.



